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2 çŻőæňą:



CHAPTER 1

ãĄŕãĄŸãĆĄãĄń

ãĄŞãĄőãČŽãČijãĆÿãĄğãĄŕãĂĄãĄŞãĆŇãĆL’ãĄőãĆłãČŢãĆčãĆůãČčãČńãĄłãČL’ãĆ ãČěãČąãČşãČĹãĄőèčIJèűşãĄĺãĄłãĆŃèşĞæŰŹãĆĎãĂĄèd’ĞæŢřãĄőæl’§èČ¡ãĆŠçţĎåŘĹãĄŻãĄęãĆ¡ãČłãČěãČijãĆůãČğãČşãĆŠåő§çŔ¿ãĄŹãĆŃæŰźæşŢãĆŠãĄŤçt’źäżŃãĄĎãĄ§ãĄŮãĄ¿ãĄŹãĂĆ
F5ãĄőãĆłãČŢãĆčãĆůãČčãČńãĄłãČL’ãĆ ãČěãČąãČşãČĹãĄŕãĄŞãĄąãĆL’ãĄńãĄŤãĄŰãĄĎãĄ¿ãĄŹãĂĆ

• AskF5: https://support.f5.com/csp/home

• F5 Cloud Docs: https://clouddocs.f5.com/

• F5 DevCentralïijĹãĆşãČ§ãČěãČŃãČĘãĆčïijL’: https://devcentral.f5.com/
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CHAPTER 2

ãĆşãČşãČĘãČşãČĎ

æIJňãĆżãČČãČĹãĆćãČČãČŮãĆňãĆd’ãČL’ãĄğãĄŕãĂĄBIG-IP Access Policy Manager
(APM)ãĄĺLassLogicãĆŕãČl’ãĆęãČL’çL’ĹãĄĺãĄőéĂčæŘžæŰźæşŢãĄńãĄd’ãĄĎãĄęãĄŤçt’źäżŃãĄŮãĄ¿ãĄŹãĂĆ
åŘĎèč¡åŞĄïijŔãĆţãČijãČŞãĆźãĄńãĄd’ãĄĎãĄęãĄŕãĂĄäżěäÿŃãĄőãČŽãČijãĆÿãĆŠãĄŤåŔĆçĚğãĄŔãĄăãĄŢãĄĎãĂĆ

• APMãĄńãĄd’ãĄĎãĄę

• BIG-IP APM v15.1 ãČd̄ãČŃãČěãĆćãČńäÿĂèęğ

• PassLogicïijĹãČĹãČijãĆŕãČşãČňãĆźãČżãČŕãČşãĆ£ãĆd’ãČăãČŚãĆźãČŕãČijãČL’ïijL’ãĄńãĄd’ãĄĎãĄę

• PassLogicãĆŕãČl’ãĆęãČL’çL’ĹãĂĂãĆłãČşãČl’ãĆd’ãČşãČd̄ãČŃãČěãĆćãČń

2.1 APMãĄĺPassLogicãĆŕãČl’ãĆęãČL’ãĄőå§žæIJňéĂčæŘžèĺ åőŽ

æIJňçńăãĄğãĄŕãĂĄAPMãĄĺPassLogicãĆŕãČl’ãĆęãČL’ãĄőå§žæIJňéĂčæŘžèĺ åőŽãĄńãĄd’ãĄĎãĄęãĄŤçt’źäżŃèĞt’ãĄŮãĄ¿ãĄŹãĂĆ

2.1.1 APMãĄĺPassLogicãĆŕãČl’ãĆęãČL’å§žæIJňéĂčæŘžèĺ åőŽãĆd’ãČąãČijãĆÿ

APMãĄĺPassLogicãĆŕãČl’ãĆęãČL’çL’ĹãĄőéĂčæŘžãĄőæţĄãĆŇãĄŕäżěäÿŃãĄőéĂŽãĆŁãĄğãĄŹãĂĆ

1. APMãĄńãČŰãČl’ãĆęãĆűãĄ¿ãĄ§ãĄŕEdge ClientãĄŃãĆL’æŐěçűŽ

2. PassLogicãĆŕãČl’ãĆęãČL’çL’ĹãĄőãČĹãČijãĆŕãČşãČňãĆźèł èĺijçŤżéİćãĄńãČłãČĂãĆd’ãČňãĆŕãČĹãĄŢãĆŇãĆŃ

3. ãČęãČijãĆűIDãĆŠåĚěåŁŻãĄŮãĂĄãČd̄ãĆźçŻőãČŚãĆ£ãČijãČşãĄőãČŕãČşãĆ£ãĆd’ãČăãČŚãĆźãČŕãČijãČL’ãĆŠåĚěåŁŻãĄŹãĆŃ

4. ãČŕãČşãĆ£ãĆd’ãČăãČŚãĆźãČŕãČijãČL’ãĆŠéĂĄãĆŃ

5. APMãĄńåĘ åžęãČłãČĂãĆd’ãČňãĆŕãČĹãĄŢãĆŇãĆŃïijĹIDïijĘãČŕãČşãĆ£ãĆd’ãČăãČŚãĆźãČŕãČijãČL’ãĆŠéĂĄãĆŃïijL’

6. APMãĄŃãĆL’PassLogicãĆŕãČl’ãĆęãČL’çL’ĹãĄńRADIUSèł èĺijæŐěçűŽãĄŹãĆŃ

7. èł èĺijãĄŇçćžèł ãĄğãĄ ãĄ§ãĆL’ãĂĄSSL-VPNæŐěçűŽãĆŠèĺśåŔŕãĄŹãĆŃ
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2.1.2 æIJňãĆňãĆd’ãČL’ãĄğãĄőåĹl’çŤĺèč¡åŞĄãČŘãČijãĆÿãČğãČş

æIJňãĆňãĆd’ãČL’ãĄŕãĂĄäżěäÿŃãĄőèč¡åŞĄãČŘãČijãĆÿãČğãČşãĆŠåĹl’çŤĺãĄŮãĄęãĂĄä¡IJæĹŘãĄŮãĄęãĄŁãĆŁãĄ¿ãĄŹãĂĆ

1. åĹl’çŤĺãČŘãČijãĆÿãČğãČş

èč¡åŞĄåŘ ãČŘãČijãĆÿãČğãČş
BIG-IP APM v15.1.0.4
PassLogicãĆŕãČl’ãĆęãČL’çL’Ĺ ïijĹæd’IJèĺijæŹĆæIJ§ïijŽ2020åźt’8-9æIJĹéăČïijL’

Note:

• TMOS v15.1.2.1äżěäÿŁ ãĄőãČŘãČijãĆÿãČğãČşãĆŠãĄŤåĹl’çŤĺäÿŃãĄŢãĄĎãĂĆ(2021åźt’3æIJĹè£¡èĺŸ)

• ïijĹåŘĎF5äżčçŘĘåžŮãĄğãĆţãČİãČijãČĹåŔŕèČ¡ãĄłçŕĎåŻšãĄńãĄŁãĄĎãĄęãĂĄïijL’æěţåŁŻæIJĂæŰřãĄőãČŘãČijãĆÿãČğãČşãĆŠéĄl’çŤĺéăĆãĄŔãĄŞãĄĺãĆŠãĄŁãĄŹãĄŹãĆĄèĞt’ãĄŮãĄ¿ãĄŹãĂĆæIJĂæŰřãĄőãČŘãČijãĆÿãČğãČşãĄŕAskF5ãĄğãĄŤçćžèł äÿŃãĄŢãĄĎãĂĆ

2.1.3 PassLogicãĆŕãČl’ãĆęãČL’çL’ĹãĄőèĺ åőŽ

1. ãČŚãĆźãČ ãĆÿçd’¿ãĄńçŤşèńŃãĄŮãĄ§èĞłçd’¿ãĄőãČĘãČŁãČşãČĹãĄőçőąçŘĘçŤżéİćãĄńãČ ãĆřãĆd’ãČşãĄŮãĄ¿ãĄŹãĂĆ

6 Chapter 2. ãĆşãČşãČĘãČşãČĎ
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2. äžŃåL’ ãĄńèĺ åőŽãĄŮãĄ§ãČd̄ãĆźçŻőãČŚãĆ£ãČijãČşãĄőãČŕãČşãĆ£ãĆd’ãČăãČŚãĆźãČŕãČijãČL’ãĆŠåĚěåŁŻãĄŮãĄ¿ãĄŹãĂĆ

3. RADIUS - SSO ãĄőèĺ åőŽãĆŠãĄŮãĄ¿ãĄŹãĂĆRADIUS ãĄő No. ãĄń 1
ãĄĺåĚěåŁŻãĄŮãĂĄãĆćãČŮãČłãĆśãČijãĆůãČğãČşåŘ çğř ãĄńäżżæĎŔãĄőåŘ åL’ ãĆŠåĚěåŁŻãĄŮãĂĄèł èĺijãĄőéĂĄä£ąåĚĹURL
ãĄńãĄŁãĄĎãĄęãĂĄhttps://<APMãĄőFQDNãĄ¿ãĄ§ãĄŕIPãĆćãČL’ãČňãĆź>/my.policy
ãĄĺåĚěåŁŻãĄŮãĂĄãČ ãĆřãĆd’ãČşIDãĄőValueåśd̄æĂğ ãĄńãĄŁãĄĎãĄę Passlogic Do-
main ãĆŠéĄÿæŁd̄ãĄŮãĂĄãČĘãČŁãČşãČĹè£¡åŁă ãĄńãČĄãĆğãČČãĆŕãĆŠåĚěãĆŇãĂĄæňąãĄÿ
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆïijĹãĄŞãĄŞãĄğèĺ åőŽãĄŹãĆŃ ãĆćãČŮãČłãĆśãČijãĆůãČğãČşåŘ çğř
ãĄŕAPMåĄt’ãĄőèĺ åőŽãĄğåĹl’çŤĺãĄŮãĄ¿ãĄŹãĂĆïijL’

2.1. APMãĄĺPassLogicãĆŕãČl’ãĆęãČL’ãĄőå§žæIJňéĂčæŘžèĺ åőŽ 7
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4. åĚěåŁŻåĘĚåőźãĆŠçćžèł ãĄŮãĂĄæśžåőŽ ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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BIG-IP APMãĆżãČČãČĹãĆćãČČãČŮãĆňãĆd’ãČL’ PassLogicãĆŕãČl’ãĆęãČL’çůĺ5. ãČL’ãČąãĆd’ãČşåŘ ãĆŠäżěäÿŃãĄőãĆĹãĄĘãĄńäżżæĎŔãĄőåŘ çğřãĄğä¡IJæĹŘãĄŮãĄ¿ãĄŹãĂĆïijĹãČL’ãČąãĆd’ãČşåŘ ãĆŠä¡IJæĹŘãĄŻãĄŽãĂĄlocalãĄğãĆĆæŐěçűŽåŔŕïijL’

2.1. APMãĄĺPassLogicãĆŕãČl’ãĆęãČL’ãĄőå§žæIJňéĂčæŘžèĺ åőŽ 9
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6. ãČİãČłãĆůãČijãĆŠäżěäÿŃãĄőãĆĹãĄĘãĄńäżżæĎŔãĄőåŘ çğřãĄğä¡IJæĹŘãĄŮãĄ¿ãĄŹãĂĆ
ïijĹãČİãČłãĆůãČijãĄőèĺ åőŽåĘĚåőźãĄŕãĄŞãĄŞãĄğãĄŕçIJĄçŢěãĄŮãĄ¿ãĄŹãĂĆPasslogicãĆŕãČl’ãĆęãČL’çL’ĹãĄőãČd̄ãČŃãČěãĆćãČńãĆŠãĄŤçćžèł äÿŃãĄŢãĄĎãĂĆïijL’

7. ãĆřãČńãČijãČŮåŘ ãĆŠäżěäÿŃãĄőãĆĹãĄĘãĄńäżżæĎŔãĄőåŘ çğřãĄğä¡IJæĹŘãĄŮãĄ¿ãĄŹãĂĆïijĹèĺ åőŽãĄŮãĄłãĄŔãĄęãĆĆæŐěçűŽåŔŕïijL’

8. èł èĺijåŕ¿èśąãČęãČijãĆűãĆŠä¡IJæĹŘãĄŮãĄ¿ãĄŹãĂĆuid ãĆŠåĚěåŁŻãĄŮãĂĄãČL’ãČąãĆd’ãČşåŘ
ãĂĄãČİãČłãĆůãČij ãĂĄãĆřãČńãČijãČŮïijŚ ãĄŕåL’ éăĚãĄ¿ãĄğãĄńä¡IJæĹŘãĄŮãĄ§ãĆĆãĄőãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆãĄİãĄőäżŰå£ĚèęĄäžŃéăĚãĆŠåĚěåŁŻãĄŮãĂĄãČŕãČşãĆ£ãĆd’ãČăãČŚãĆźãČŕãČijãČL’çŤĺãĄőãČd̄ãĆźçŻőãČŚãĆ£ãČijãČşãĆŠåĚěåŁŻãĄŮãĂĄæňąãĄÿãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

10 Chapter 2. ãĆşãČşãČĘãČşãČĎ
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9. attribute1 ãĄńADãĄőãĆřãČńãČijãČŮåŘ ãĆŠåĚěåŁŻãĄŮãĄ¿ãĄŹãĂĆïijĹãĄŞãĄąãĆL’ãĄőåĂd’ãĄŕãĂĄïijŠçńăãĄőADèł èĺijãĄĺãĄőçţĎåŘĹãĄŻãĄńãĆĹãĆŃèĺ åőŽä¿ŃãĄńãĄŁãĄĎãĄęåĹl’çŤĺãĄŮãĄ¿ãĄŹãĂĆæIJňèĺ åőŽãĄŕå£ĚéăĹãĄğãĄŕãĄŤãĄŰãĄĎãĄ¿ãĄŻãĆŞãĂĆïijL’æşĺæĎŔïijŽattributeãĆŠåĹl’çŤĺãĄŮãĄ§ãĄĎåăt’åŘĹãĄŕãĂĄäžŃåL’ ãĄńãČŚãĆźãČ ãĆÿçd’¿ãĄńçŤşèńŃãĄŮãĂĄattributeåŘ ãĆŠçŹżéŇšãĄŮãĄęéăĆãĄŔå£ĚèęĄãĄŇãĄŤãĄŰãĄĎãĄ¿ãĄŹãĂĆ

2.1. APMãĄĺPassLogicãĆŕãČl’ãĆęãČL’ãĄőå§žæIJňéĂčæŘžèĺ åőŽ 11
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10. ãĄŞãĄŞãĄğãĄŕãČĘãĆźãČĹãĄőãĄ§ãĆĄãĂĄåĹěãĄőãČİãČłãĆůãČijãĂĄãĆřãČńãČijãČŮãĆŠæŇĄãĄd’äżŰãĄőãČęãČijãĆűãĆŠçŹżéŇšãĄŮãĄęãĄŁãĄ ãĄ¿ãĄŹãĂĆ

12 Chapter 2. ãĆşãČşãČĘãČşãČĎ
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11. åśd̄æĂğãĆĆçŢřãĄłãĆŃåĂd’ãĆŠçŹżéŇšãĄŮãĄęãĄŁãĄ ãĄ¿ãĄŹãĂĆ

2.1. APMãĄĺPassLogicãĆŕãČl’ãĆęãČL’ãĄőå§žæIJňéĂčæŘžèĺ åőŽ 13
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2.1.4 APMãĄőèĺ åőŽ

1. APMãĆŠãČŮãČ ãČŞãĆÿãČğãČŃãČşãĆřãĄŮãĄ¿ãĄŹãĂĆ

2. VLANãĄőèĺ åőŽãĆŠãĄŮãĄ¿ãĄŹãĂĆïijĹäżěäÿŃãĄŕãĆůãČşãĆřãČńæğŃæĹŘãĄőåăt’åŘĹãĄőãĆd’ãČąãČijãĆÿïijL’

14 Chapter 2. ãĆşãČşãČĘãČşãČĎ
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3. SelfIPãĄőèĺ åőŽãĆŠèąŇãĄĎãĄ¿ãĄŹãĂĆïijĹäżěäÿŃãĄŕãĆůãČşãĆřãČńæğŃæĹŘãĄőåăt’åŘĹãĄőãĆd’ãČąãČijãĆÿïijL’
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4. ãČĞãČŢãĆl’ãČńãČĹãĆšãČijãČĹãĆęãĆğãĆd’ãĆŠèĺ åőŽãĄŮãĄ¿ãĄŹãĂĆ

5. DNSãĄőèĺ åőŽãĆŠãĄŮãĄ¿ãĄŹãĂĆ

16 Chapter 2. ãĆşãČşãČĘãČşãČĎ
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6. NTPãĄőèĺ åőŽãĆŠãĄŮãĄ¿ãĄŹãĂĆ

7. Access ProfileãĆŠä¡IJæĹŘãĄŮãĄ¿ãĄŹãĂĆAccess >> Profiles/Policies >> Access Profiles(Per-Session Poli-
cies) ãĄńãĄę Create ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĂĄAccess ProfileãĆŠä¡IJæĹŘãĄŮãĄ¿ãĄŹãĂĆName
ãĄńãĄęäżżæĎŔãĄőåŘ çğřãĆŠåĚěåŁŻãĄŮãĂĄProfile Type ãĄńãĄęãĂĄSSL-VPN
ãĆŠéĄÿæŁd̄ãĄŮãĂĄCustomization Type ãĄńãĄę Standard ãĆŠéĄÿæŁd̄ãĄŮãĂĄLanguage ãĄńãĄę
Japanese ãĆŠéĄÿæŁd̄ãĄŮãĂĄFinished ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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8. Network Access listãĆŠä¡IJæĹŘãĄŮãĄ¿ãĄŹãĂĆAccess >> Connectivity/VPN >> Network Ac-
cess(VPN) >> Network Access Lists ãĄńãĄęãĂĄCreate ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĂĄName
ãĄńäżżæĎŔãĄőåŘ çğřãĆŠåĚěåŁŻãĄŮãĂĄFinished ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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9. ä¡IJæĹŘãĄŮãĄ§Network Access ListãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆ

10. SSL-VPNæŐěçűŽå¿ŇãĄńãĆŕãČl’ãĆd’ãĆćãČşãČĹãĄńåL’šãĆŁæŇŕãĆŁãĄ§ãĄĎIPãĆćãČL’ãČňãĆźïijĹLease
PoolïijL’ãĆŠèĺ åőŽãĄŮãĄ¿ãĄŹãĂĆNetwork Settings ãĆ£ãČŰãĆŠéĄÿæŁd̄ãĄŮãĂĄIPV4 Lease Pool
ãĄőåŔşéŽčãĄő + ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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11. Name ãĄńäżżæĎŔãĄőåŘ çğřãĂĄMember List ãĄńSSL-VPNæŐěçűŽå¿ŇãĄńãĆŕãČl’ãĆd’ãĆćãČşãČĹãĄńåL’šãĆŁæŇŕãĆŁãĄ§ãĄĎIPãĆćãČL’ãČňãĆźãĄőçŕĎåŻšãĆŠæŇĞåőŽãĄŮãĂĄFinished
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

12. ãĆŕãČl’ãĆd’ãĆćãČşãČĹãĄŃãĆL’SSL-VPNæŐěçűŽãĄŢãĄŻãĄ§ãĄĎæŐěçűŽåĚĹIPãĆćãČL’ãČňãĆźãĄőçŕĎåŻšïijĹSplit
tunnelingïijL’ãĆŠèĺ åőŽãĄŮãĄ¿ãĄŹãĂĆïijĹåĚĺãĄęSSL-VPNçţŇçŤśãĄğæŐěçűŽãĄŢãĄŻãĄ§ãĄĎåăt’åŘĹãĄŕãĂĄæIJňèĺ åőŽãĄŕäÿ èęĄãĄğãĄŹãĂĆïijL’
Traffic Options ãĄńãĄęãĂĄUse split tunneling for traffic ãĆŠéĄÿæŁd̄ãĄŮãĂĄIPV4 LAN Address Space
ãĄńãĄęãĂĄIPãĆćãČL’ãČňãĆźçŕĎåŻšãĆŠæŇĞåőŽãĄŮãĂĄUpdate ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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13. ConnectivityãČŮãČ ãČŢãĆąãĆd’ãČńãĆŠä¡IJæĹŘãĄŮãĄ¿ãĄŹãĂĆAccess >> Connectivity/VPN
>> Connectivity >> Profiles ãĄńãĄęãĂĄAdd ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆProfile Name
ãĄńãĄęãĂĄäżżæĎŔãĄőåŘ çğřãĆŠåĚěåŁŻãĄŮãĂĄParent Profile ãĄńãĄęãĂĄ/Common/connectivity
ãĆŠéĄÿæŁd̄ãĄŮãĂĄOK ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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14. Webtop listãĆŠä¡IJæĹŘãĄŮãĄ¿ãĄŹãĂĆAccess >> Webtops >> Webtop Lists
ãĄńãĄęãĂĄName ãĄńãĄęäżżæĎŔãĄőåŘ çğřãĆŠåĚěåŁŻãĄŮãĂĄType ãĄńãĄęãĂĄNetwork Ac-
cess ãĆŠéĄÿæŁd̄ãĄŮãĂĄCustomization Type ãĄńãĄę Standard ãĆŠéĄÿæŁd̄ãĄŮãĂĄFinished
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

15. RADIUSãČŮãČ ãČŢãĆąãĆd’ãČńãĆŠä¡IJæĹŘãĄŮãĄ¿ãĄŹãĂĆ Access >> Authenti-
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cation >> RADIUS ãĄńãĄęãĂĄCreate ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆName
ãĄńäżżæĎŔãĄőåŘ çğřãĆŠåĚěåŁŻãĄŮãĂĄServer Connection ãĄńãĄęãĂĄUser Pool
ãĆŠéĄÿæŁd̄èĆćãĄŮãĂĄServer Pool Name ãĄńäżżæĎŔãĄőåŘ çğřãĆŠåĚěåŁŻãĄŮãĂĄServer Addresses
ãĄńãĄęãĂĄãČŚãĆźãČ ãĆÿçd’¿ãĄŃãĆL’åL’šãĆŁå¡ŞãĄęãĆL’ãĆŇãĄ§RadiusãĆţãČijãČŘãĄőãĆćãČL’ãČňãĆźãĂĄServer
Pool Monitor ãĄńãĄę udp ãĆŠéĄÿæŁd̄ãĂĄSecret ãĄńãĄęãĂĄPassLog-
icãĆŕãČl’ãĆęãČL’çŤşè¿ijãĄ£æŹĆãĄńçŤşèńŃãĄŮãĄ§RadiusãĆůãČijãĆŕãČňãČČãČĹãĆŠèĺ åőŽãĄŮãĂĄFinished
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

16. 7éăĚãĄğä¡IJæĹŘãĄŮãĄ§ Access Profile ãĄő EditãČłãČşãĆŕ ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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17. Visual Policy EditorãĄŇèąĺçd’žãĄŢãĆŇãĄ¿ãĄŹãĂĆStart ãĄĺ Deny ãĄőéŰŞãĄő +
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

18. External Logon Page ãĆŠéĄÿæŁd̄ãĄŮãĂĄAdd Item ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

19. https://<ãČĘãČŁãČşãČĹåŘ >.passlogiccloud.com/<ãČĘãČŁãČşãČĹåŘ >/ui/?sso-
vpn=<ãĆćãČŮãČłåŘ çğř> ãĄĺåĚěåŁŻãĄŮãĄ¿ãĄŹãĂĆãĆćãČŮãČłåŘ çğřãĄńãĄŕãĂĄPassLogicãĆŕãČl’ãĆęãČL’çL’ĹãĄőRADIUSãĄğèĺ åőŽãĄŮãĄ§ãĆĆãĄőãĆŠåĹl’çŤĺãĄŮãĄ¿ãĄŹãĂĆïijĹä¿ŃïijŽhttps:
//bef5japan.passlogiccloud.com/bef5japan/ui/?sso-vpn=APMïijL’ãĄ¿ãĄ§ãĂĄSplit domain from full User-
name ãĄńãĄęãĂĄNo ãĆŠéĄÿæŁd̄ãĄŮãĂĄSave ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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20. æňąãĄńãĂĄåL’ éăĚãĄğè£¡åŁăãĄŮãĄ§ External Logon Page ãĄőåŔşåĄt’ãĄő +
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

21. RADIUS Auth ãĆŠéĄÿæŁd̄ãĄŮãĂĄAdd Item ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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22. AAA Server ãĄńåL’ éăĚãĄ¿ãĄğãĄńèĺ åőŽãĄŮãĄ§RadiusãĆţãČijãČŘãĄőèĺ åőŽãĆŠéĄÿæŁd̄ãĄŮãĂĄSave
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

23. åL’ éăĚãĄğèĺ åőŽãĄŮãĄ§ RADIUS AUTH ãĄőåŔşåĄt’ãĄő + ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĂĄAdvanced Re-
source Assign ãĆŠéĄÿæŁd̄ãĄŮãĂĄAdd Item ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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24. Add new entry ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

25. Add/Delete ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

26. Network Access ãĆ£ãČŰãĄńãĄęãĂĄåL’ éăĚãĄ¿ãĄğãĄńä¡IJæĹŘãĄŮãĄ§ Network Access List
ãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆ

27. Webtop ãĆ£ãČŰãĄńãĄęãĂĄåL’ éăĚãĄ¿ãĄğãĄńä¡IJæĹŘãĄŮãĄ§WebtopãĆŠéĄÿæŁd̄ãĄŮãĂĄUpdate
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ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

28. Save ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

29. Advanced Resource Assign ãĄőåĚĹãĄőEnding BoxãĆŠ Deny ãĄŃãĆL’ Allow
ãĄńåd’L’æŻt’ãĄŮãĄ¿ãĄŹãĂĆ

28 Chapter 2. ãĆşãČşãČĘãČşãČĎ
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30. Apply Access Policy ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

31. ãĆŕãČl’ãĆd’ãĆćãČşãČĹãĄŃãĆL’ãĆćãĆŕãĆżãĆźãĄŹãĆŃVirtual ServerãĆŠä¡IJæĹŘãĄŮãĄ¿ãĄŹãĂĆLocal
Traffic >> Virtual Servers >> Virtual Server List ãĄńãĄęãĂĄCreate
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆName ãĄńãĄęäżżæĎŔãĄőåŘ çğřãĆŠåĚěåŁŻãĄŮãĂĄDestination
Address/Mask ãĄńãĄęVirtual ServerãĄőIPãĆćãČL’ãČňãĆźãĆŠåĚěåŁŻãĄŮãĂĄServer
Port ãĄńãĄę 443 ãĆŠåĚěåŁŻãĄŮãĂĄHTTP Profilce(Client) ãĄńãĄę http
ãĆŠéĄÿæŁd̄ãĄŮãĂĄSSL Profile(Client) ãĄńãĄęãĂĄclientssl ãĆŠéĄÿæŁd̄ãĄŮãĂĄAccess
Profile ãĄńãĄęä¡IJæĹŘæÿĹãĄ£ãĄőãČŮãČ ãČŢãĆąãĆd’ãČńãĂĄConnectivitiy Pro-
file ãĄńãĄęä¡IJæĹŘæÿĹãĄ£ãĄőãČŮãČ ãČŢãĆąãĆd’ãČńãĆŠéĄÿæŁd̄ãĄŮãĂĄFinished
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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2.1.5 ãĆŕãČl’ãĆd’ãĆćãČşãČĹãĄŃãĆL’ãĄőæŐěçűŽãČĘãĆźãČĹ
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WindowsäÿŁãĄğEdge ClientãĆŠåĹl’çŤĺãĄŮãĄęSSL-VPNæŐěçűŽãĄŮãĄ§åăt’åŘĹ

Edge ClientãĄŕãĂĄAPMçőąçŘĘçŤżéİćãĄőHomeãĆćãĆd’ãĆşãČşïijĹåůęäÿŁãĄőèţd’ãĄĎF5ãĆćãĆd’ãĆşãČşïijL’ãĆŠæŁijãĄŮãĂĄDownloadsãČąãČŃãČěãČijãĄŃãĆL’ãČĂãĆęãČşãČ ãČijãČL’ãĄŮãĂĄãĆŕãČl’ãĆd’ãĆćãČşãČĹãĄńãĆd’ãČşãĆźãČĹãČijãČńãĄŮãĄęãĄŁãĄ ãĄ¿ãĄŹãĂĆ

1. Edge ClientãĆŠèţůåŃŢãĄŮãĂĄAPMãĄőVirtual ServerãĄőFQDN/IPãĆćãČL’ãČňãĆźãĆŠçŹżéŇšãĄŮãĂĄæŐěçűŽãĄŮãĄ¿ãĄŹãĂĆ

2. ãĄŹãĄŘãĄńPassLogicãĄőãČęãČijãĆűIDåĚěåŁŻçŤżéİćãĄńãČłãČĂãĆd’ãČňãĆŕãČĹãĄŢãĆŇãĄ¿ãĄŹãĄőãĄğãĂĄPassLogicãĄőèĺ åőŽãĄőéăĚãĄğçŹżéŇšãĄŮãĄęãĄŁãĄĎãĄ§ãČęãČijãĆűIDãĆŠåĚěåŁŻãĂĄãČL’ãČąãĆd’ãČşåŘ ãĆŠéĄÿæŁd̄ãĄŮãĂĄæňąãĄÿ
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

3. PassLogicãĄőèĺ åőŽãĄőéăĚãĄğèĺ åőŽãĄŮãĄ§ãČd̄ãĆźçŻőãČŚãĆ£ãČijãČşãĄńèl’šå¡ŞãĄŹãĆŃãČŕãČşãĆ£ãĆd’ãČăãČŚãĆźãČŕãČijãČL’ãĆŠåĚěåŁŻãĄŮãĂĄãČ ãĆřãĆd’ãČş
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆïijĹåĹİåŻd̄ãĄŕçćžèł ãĄőãĄ§ãĆĄãĂĄïijŞåŻd̄åĚěåŁŻãĄŹãĆŃå£ĚèęĄãĄŇãĄĆãĆŁãĄ¿ãĄŹãĂĆïijL’

2.1. APMãĄĺPassLogicãĆŕãČl’ãĆęãČL’ãĄőå§žæIJňéĂčæŘžèĺ åőŽ 31
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4. ãČŕãČşãĆ£ãĆd’ãČăãČŚãĆźãČŕãČijãČL’ãĄőèł èĺijãĄńæĹŘåŁ§ãĄŹãĆŃãĄĺãĂĄSSL-
VPNæŐěçűŽãĄŮãĄńãĄĎãĄ ãĄ¿ãĄŹãĂĆ

5. çĎąäžŃæŐěçűŽæĹŘåŁ§ãĄŹãĆŃãĄĺãĂĄçŤżéİćåŔşäÿŃãĄńFïijŢãĆćãĆd’ãĆşãČşãĄŇçŔ¿ãĆŇãĂĄãĆŕãČłãČČãĆŕãĄŹãĆŃãĄĺãĄŞãĄőãĆĹãĄĘãĄńèąĺçd’žãĄŢãĆŇãĄ¿ãĄŹãĂĆ
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ChromeãČŰãČl’ãĆęãĆűãĄŃãĆL’æŐěçűŽãĄŮãĄ§åăt’åŘĹ

1. ChromeãČŰãČl’ãĆęãĆűãĆŠèţůåŃŢãĄŮãĂĄAPMãĄőVirtual ServerãĄőFQDN/IPãĆćãČL’ãČňãĆźãĄńæŐěçűŽãĄŮãĄ¿ãĄŹãĂĆ

2. ãĄŹãĄŘãĄńPassLogicãĄőãČęãČijãĆűIDåĚěåŁŻçŤżéİćãĄńãČłãČĂãĆd’ãČňãĆŕãČĹãĄŢãĆŇãĄ¿ãĄŹãĄőãĄğãĂĄPassLogicãĄőèĺ åőŽãĄőéăĚãĄğçŹżéŇšãĄŮãĄęãĄŁãĄĎãĄ§ãČęãČijãĆűIDãĆŠåĚěåŁŻãĂĄãČL’ãČąãĆd’ãČşåŘ ãĆŠéĄÿæŁd̄ãĄŮãĂĄæňąãĄÿ
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

3. PassLogicãĄőèĺ åőŽãĄőéăĚãĄğèĺ åőŽãĄŮãĄ§ãČd̄ãĆźçŻőãČŚãĆ£ãČijãČşãĄńèl’šå¡ŞãĄŹãĆŃãČŕãČşãĆ£ãĆd’ãČăãČŚãĆźãČŕãČijãČL’ãĆŠåĚěåŁŻãĄŮãĂĄãČ ãĆřãĆd’ãČş
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆïijĹåĹİåŻd̄ãĄŕçćžèł ãĄőãĄ§ãĆĄãĂĄïijŞåŻd̄åĚěåŁŻãĄŹãĆŃå£ĚèęĄãĄŇãĄĆãĆŁãĄ¿ãĄŹãĂĆïijL’

2.1. APMãĄĺPassLogicãĆŕãČl’ãĆęãČL’ãĄőå§žæIJňéĂčæŘžèĺ åőŽ 33
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4. åĹİåŻd̄æŐěçűŽæŹĆãĄŕãĂĄãĆŕãČl’ãĆd’ãĆćãČşãČĹãĆşãČşãČİãČijãČ ãČşãČĹãĆŠãČĂãĆęãČşãČ ãČijãČL’ãĄŮãĄęãĂĄãĆd’ãČşãĆźãČĹãČijãČńãĄŹãĆŃå£ĚèęĄãĄŇãĄĆãĆŁãĄ¿ãĄŹãĂĆ

5. ãĆşãČşãČİãČijãČ ãČşãČĹãĆŠãĆd’ãČşãĆźãČĹãČijãČńãĄŮãĄęãĂĄèl’šå¡ŞãĄőãĆŕãČłãČČãĆŕçőĞæL’ĂãĆŠæŁijãĄŮãĄęãĂĄF5
Networks VPNãĆŠéŰŃãĄ ãĄ¿ãĄŹãĂĆ
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6. WindowsãĄőèĺ åőŽãĄńãĆĹãĄčãĄęãĄŕãĂĄäżěäÿŃãĄőãĆĹãĄĘãĄłãĆżãĆ ãČěãČłãČĘãĆčåĆ¿åŘŚãĄŇãĄğãĄ¿ãĄŹãĄőãĄğãĂĄåÿÿãĄńèĺśåŔŕãĄŹãĆŃ
ãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆ

7. æŐěçűŽäÿ ãĄŕäżěäÿŃãĄőãĆĹãĄĘãĄńèąĺçd’žãĄŢãĆŇãĄ¿ãĄŹãĂĆ

2.1. APMãĄĺPassLogicãĆŕãČl’ãĆęãČL’ãĄőå§žæIJňéĂčæŘžèĺ åőŽ 35
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8. æŐěçűŽãĄŹãĆŃãĄĺãĂĄäżěäÿŃãĄőãĆĹãĄĘãĄńãČŰãČl’ãĆęãĆűãĄńèąĺçd’žãĄŢãĆŇãĂĄçŤżéİćåŔşäÿŃãĄńèţd’ãĄĎãĆćãĆd’ãĆşãČşãĄŇèąĺçd’žãĄŢãĆŇãĄ¿ãĄŹãĂĆ

MACäÿŁãĄğEdge ClientãĆŠåĹl’çŤĺãĄŮãĄęSSL-VPNæŐěçűŽãĄŮãĄ§åăt’åŘĹ

Edge ClientãĄŕãĂĄAPMçőąçŘĘçŤżéİćãĄőHomeãĆćãĆd’ãĆşãČşïijĹåůęäÿŁãĄőèţd’ãĄĎF5ãĆćãĆd’ãĆşãČşïijL’ãĆŠæŁijãĄŮãĂĄDownloadsãČąãČŃãČěãČijãĄŃãĆL’ãČĂãĆęãČşãČ ãČijãČL’ãĄŮãĂĄãĆŕãČl’ãĆd’ãĆćãČşãČĹãĄńãĆd’ãČşãĆźãČĹãČijãČńãĄŮãĄęãĄŁãĄ ãĄ¿ãĄŹãĂĆ

1. Edge ClientãĆŠèţůåŃŢãĄŮãĂĄAPMãĄőVirtual ServerãĄőFQDN/IPãĆćãČL’ãČňãĆźãĆŠçŹżéŇšãĄŮãĂĄæŐěçűŽãĄŮãĄ¿ãĄŹãĂĆ
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2. SSL-VPNæŐěçűŽãĆŠãĄŮãĄęãĄĎãĄ¿ãĄŹãĂĆ

3. ãĄŹãĄŘãĄńPassLogicãĄőãČęãČijãĆűIDåĚěåŁŻçŤżéİćãĄńãČłãČĂãĆd’ãČňãĆŕãČĹãĄŢãĆŇãĄ¿ãĄŹãĄőãĄğãĂĄPassLogicãĄőèĺ åőŽãĄőéăĚãĄğçŹżéŇšãĄŮãĄęãĄŁãĄĎãĄ§ãČęãČijãĆűIDãĆŠåĚěåŁŻãĂĄãČL’ãČąãĆd’ãČşåŘ ãĆŠéĄÿæŁd̄ãĄŮãĂĄæňąãĄÿ
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

2.1. APMãĄĺPassLogicãĆŕãČl’ãĆęãČL’ãĄőå§žæIJňéĂčæŘžèĺ åőŽ 37
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4. PassLogicãĄőèĺ åőŽãĄőéăĚãĄğèĺ åőŽãĄŮãĄ§ãČd̄ãĆźçŻőãČŚãĆ£ãČijãČşãĄńèl’šå¡ŞãĄŹãĆŃãČŕãČşãĆ£ãĆd’ãČăãČŚãĆźãČŕãČijãČL’ãĆŠåĚěåŁŻãĄŮãĂĄãČ ãĆřãĆd’ãČş
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆïijĹåĹİåŻd̄ãĄŕçćžèł ãĄőãĄ§ãĆĄãĂĄïijŞåŻd̄åĚěåŁŻãĄŹãĆŃå£ĚèęĄãĄŇãĄĆãĆŁãĄ¿ãĄŹãĂĆïijL’

5. SSL-VPNæŐěçűŽãĄŮãĄęãĄĎãĄ¿ãĄŹãĂĆ
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6. æŐěçűŽåőŇäžĘãĄŹãĆŃãĄĺãĂĄMACãĄőãČąãČŃãČěãČijãČŘãČijãĄńèţd’ãĄĎF5ãĆćãĆd’ãĆşãČşãĄŇèąĺçd’žãĄŢãĆŇãĂĄãĆŕãČłãČČãĆŕãĄŹãĆŃãĄĺäżěäÿŃãĄőãĆĹãĄĘãĄńèąĺçd’žãĄŢãĆŇãĄ¿ãĄŹãĂĆ

2.2 APMãĄĺPassLogicãĆŕãČl’ãĆęãČL’çL’ĹãĄőéĂčæŘžïijŃADèł èĺijãĆŠåő§æŰ¡ãĄŮãĄ§åăt’åŘĹãĄőèĺ åőŽ

æIJňçńăãĄğãĄŕãĂĄAPMãĄĺPassLogicãĆŕãČl’ãĆęãČL’çL’ĹãĄőéĂčæŘžïijŃADèł èĺijãĆŠåő§æŰ¡ãĄŮãĄ§åăt’åŘĹãĄőèĺ åőŽãĄńãĄd’ãĄĎãĄęãĂĄãĄŤçt’źäżŃèĞt’ãĄŮãĄ¿ãĄŹãĂĆ

2.2.1 å§žæIJňéĂčæŘžïijŃADèł èĺijãĆd’ãČąãČijãĆÿ

APMãĄĺPassLogicãĆŕãČl’ãĆęãČL’çL’ĹãĂĄADãĆţãČijãČŘãĄőéĂčæŘžãĄőæţĄãĆŇãĄŕäżěäÿŃãĄőéĂŽãĆŁãĄğãĄŹãĂĆ

1. APMãĄńãČŰãČl’ãĆęãĆűãĄ¿ãĄ§ãĄŕEdge ClientãĄŃãĆL’æŐěçűŽ

2. PassLogicãĆŕãČl’ãĆęãČL’çL’ĹãĄőãČĹãČijãĆŕãČşãČňãĆźèł èĺijçŤżéİćãĄńãČłãČĂãĆd’ãČňãĆŕãČĹãĄŢãĆŇãĆŃ

2.2.
APMãĄĺPassLogicãĆŕãČl’ãĆęãČL’çL’ĹãĄőéĂčæŘžïijŃADèł èĺijãĆŠåő§æŰ¡ãĄŮãĄ§åăt’åŘĹãĄőèĺ åőŽ
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3. ãČęãČijãĆűIDãĆŠåĚěåŁŻãĄŮãĂĄãČd̄ãĆźçŻőãČŚãĆ£ãČijãČşãĄőãČŕãČşãĆ£ãĆd’ãČăãČŚãĆźãČŕãČijãČL’ãĆŠåĚěåŁŻãĄŹãĆŃ

4. ãČŕãČşãĆ£ãĆd’ãČăãČŚãĆźãČŕãČijãČL’ãĆŠéĂĄãĆŃ

5. APMãĄńåĘ åžęãČłãČĂãĆd’ãČňãĆŕãČĹãĄŢãĆŇãĆŃïijĹIDïijĘãČŕãČşãĆ£ãĆd’ãČăãČŚãĆźãČŕãČijãČL’ãĆŠéĂĄãĆŃïijL’

6. APMãĄŃãĆL’PassLogicãĆŕãČl’ãĆęãČL’çL’ĹãĄńRADIUSèł èĺijæŐěçűŽãĄŮãĂĄèl’šå¡ŞãČęãČijãĆűãĄőèł èĺijçŁűæşĄãĄĺAttributeãĄŃãĆL’AD
GroupæČĚåăśãĆŠåŔŰå¿ŮãĄŹãĆŃ

7. ADèł èĺijãĆŠåő§æŰ¡ãĄŹãĆŃ

8. AD QueryãĆŠåő§æŰ¡ãĄŮãĂĄâŚěãĄğåŔŰå¿ŮãĄŮãĄ§AttributeãĄőæČĚåăśãĄŇADãČęãČijãĆűãĄőãĆřãČńãČijãČŮæČĚåăśãĄĺåŘŇãĄŸãĄŃçćžèł ãĄŹãĆŃ

9. 7ãĄ¿ãĄğçćžèł ãĄğãĄ ãĄ§ãĆL’ãĂĄADãĆřãČńãČijãČŮæŕŐãĄőACLãĆŠéĄl’çŤĺãĄŮãĄ§SSL-
VPNæŐěçűŽãĆŠèĺśåŔŕãĄŹãĆŃ

2.2.2 APMãĄőè£¡åŁăèĺ åőŽ

1. 1çńăãĄőAPMèĺ åőŽãĄńæŻt’ãĄńè£¡åŁăãĄŮãĄęãĄĎãĄ ãĄ¿ãĄŹãĂĆRADIUS Auth ãĄĺ Advanced Re-
source Assign ãĄőéŰŞãĄő + ãČIJãĆ£ãČşãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆ

2. Variable Assign ãĆŠéĄÿæŁd̄ãĄŮãĂĄAdd Item ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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3. Add new entry ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
4. change ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

2.2.
APMãĄĺPassLogicãĆŕãČl’ãĆęãČL’çL’ĹãĄőéĂčæŘžïijŃADèł èĺijãĆŠåő§æŰ¡ãĄŮãĄ§åăt’åŘĹãĄőèĺ åőŽ
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5. åůęåŔşãĄİãĆŇãĄd̄ãĆŇãĄńäżěäÿŃãĄőãĆĹãĄĘãĄńåĚěåŁŻãĄŮãĂĄFinished
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

• åůęïijŽ session.logon.last.department

• åŔşïijŽ mcget -decode {session.radius.last.attr.<AttributeåŘ >}
6. Save ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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7. æňąãĄńãĂĄåL’ éăĚãĄğä¡IJæĹŘãĄŮãĄ§ Variable Assign ãĄőåŔşéŽčãĄő +
ãČd̄ãČijãĆŕãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆ

8. Logon Page ãĆŠéĄÿæŁd̄ãĄŮãĂĄAdd Item ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

2.2.
APMãĄĺPassLogicãĆŕãČl’ãĆęãČL’çL’ĹãĄőéĂčæŘžïijŃADèł èĺijãĆŠåő§æŰ¡ãĄŮãĄ§åăt’åŘĹãĄőèĺ åőŽ
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9. ãĄŞãĄŞãĄğãĄŕãČĞãČŢãĆl’ãČńãČĹèĺ åőŽãĄőãĄ¿ãĄ¿ãĂĄSave ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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10. æňąãĄńADãĆţãČijãČŘãĄőæČĚåăśãĆŠè£¡åŁăãĄŮãĄ¿ãĄŹãĂĆAccess >> Authentication
>> Active Directory ãĄńãĄęãĂĄCreate ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ Name
ãĄńäżżæĎŔãĄőåŘ çğřãĆŠè£¡åŁăãĄŮãĂĄServer Connection ãĄğ Direct ãĆŠéĄÿæŁd̄ãĄŮãĂĄDomain
Controller ãĄńADãĆţãČijãČŘãĄőIPãĆćãČL’ãČňãĆźãĆŠè£¡åŁăãĄŮãĂĄFinished
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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11. Visual Policy EditorãĄőèĺ åőŽãĄńæĹżãĆŁãĂĄLogin Page ãĄőåŔşéŽčãĄő +
ãČd̄ãČijãĆŕãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆ

12. AD Auth ãĆŠéĄÿæŁd̄ãĄŮãĂĄAdd Item ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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13. Type ãĄńãĄęèĺ åőŽæÿĹãĄ£ãĄőAD ServerãĄőèĺ åőŽãĆŠéĄÿæŁd̄ãĄŮãĂĄSave
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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14. AD Auth ãĄőåŔşéŽčãĄő + ãČd̄ãČijãĆŕãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

15. AD Query ãĆŠéĄÿæŁd̄ãĄŮãĂĄAdd Item ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ16. Type ãĄńãĄęèĺ åőŽæÿĹãĄ£ãĄőAD ServerãĄőèĺ åőŽãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆ
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17. Branch Rules ãĆ£ãČŰãĆŠéĄÿæŁd̄ãĄŮãĂĄãČĞãČŢãĆl’ãČńãČĹèĺ åőŽãĆŠåL’ŁéŹd’ãĄŮãĄ¿ãĄŹãĂĆ

18. Add Branch Rule ãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆ
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19. äżżæĎŔãĄőåŘ çğřãĆŠåĚěåŁŻãĄŮãĂĄchange ãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆ

20. Advanced ãĆ£ãČŰãĆŠéĄÿæŁd̄ãĄŮãĂĄäżěäÿŃãĄőãĆĹãĄĘãĄńåĚěåŁŻãĄŮãĂĄFinished
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

• expr { [mcget {session.ad.last.attr.memberOf}] contains [mcget {session.logon.last.department}] }
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21. Save ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

22. GroupæŕŐãĄőACLãĆŠä¡IJæĹŘãĄŮãĄ¿ãĄŹãĂĆAccess >> Access Control Lists > User-defained ACLs
ãĄńãĄęãĂĄCreate ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĂĄName ãĄńäżżæĎŔãĄőåŘ çğřãĆŠåĚěåŁŻãĄŮãĂĄCreate
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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23. ä¡IJæĹŘãĄŮãĄ§User-defined ACLãĆŠéĄÿæŁd̄ãĄŮãĂĄéĄl’çŤĺãĄŮãĄ§ãĄĎAccess Control En-
tryãĆŠè£¡åŁăãĄŮãĂĄUpdate ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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24. ãĄŞãĄŞãĄğãĄŕãČĘãĆźãČĹãĄőãĄ§ãĆĄãĂĄåĘĚåőźãĄőçŢřãĄłãĆŃ2çĺőéąd̄ãĄőUser-defined
ACLãĆŠè£¡åŁăãĄŮãĄęãĄŁãĄ ãĄ¿ãĄŹãĂĆ

25. Visual Policy EditorãĄőèĺ åőŽãĄńæĹżãĆŁãĂĄAD Query ãĄőqueryæĹŘåŁ§åĚĹãĄő +
ãĆŠãĆŕãČłãČČãĆŕãĄŮãĄ¿ãĄŹãĂĆïijĹåL’ éăĚãĄńãĄę AD Query ãĆŠè£¡åŁăãĄŮãĄ§ãĄŞãĄĺãĄğãĂĄAdvanced
Resource Assign ãĄŇãĄłãĄŔãĄłãĆŁãĂĄEndingãĄŇ Deny ãĄńåd’L’ãĆŔãĄčãĄęãĄĎãĄ¿ãĄŹãĂĆïijL’

26. AD Group Resource Assign ãĆŠéĄÿæŁd̄ãĄŮãĂĄAdd Item ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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27. Server ãĄńãĄęãĂĄèĺ åőŽæÿĹãĄ£ãĄőADãĆţãČijãČŘãĄőèĺ åőŽãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆ

28. Add new entry ãĆŠæŁijãĄŮãĂĄGroupsæd̄ăãĆŠãĆĆãĄĘäÿĂãĄd’ä¡IJæĹŘãĄŮãĄ¿ãĄŹãĂĆ
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29. New Group ãĄńäżżæĎŔãĄőAD GroupåŘ ãĆŠåĚěåŁŻãĄŮãĂĄAdd group manually
ãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

30. Static ACLs ãĆ£ãČŰãĄńãĄęãĂĄèĺ åőŽæÿĹãĄ£ãĄőäÿĂãĄd’ãĄőACLãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆ
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31. Netwrok Access ãĆ£ãČŰãĆŠéĄÿæŁd̄ãĄŮãĂĄèĺ åőŽæÿĹãĄ£ãĄőNetwork Access
listãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆ

32. Webtop ãĆ£ãČŰãĆŠéĄÿæŁd̄ãĄŮãĂĄèĺ åőŽæÿĹãĄ£ãĄőWebtop listãĆŠéĄÿæŁd̄ãĄŮãĂĄUpdate
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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33. äżěäÿŃãĄőãĆĹãĄĘãĄńãĄłãĆŁãĄ¿ãĄŹãĂĆ

34. åŘŇæğŸãĄńãĆĆãĄĘäÿĂãĄd’ãĄőAD group resource assignãĆŠä¡IJæĹŘãĄŮãĂĄSave
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

35. EndingãĆŠ Allow ãĄńåd’L’æŻt’ãĄŮãĄ¿ãĄŹãĂĆ
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36. æIJĂçţĆçŽĎãĄńäżěäÿŃãĄőãĆĹãĄĘãĄńãĄłãĆŁãĄ¿ãĄŹãĂĆ

37. æIJĂå¿ŇãĄńãĂĄApply Access PolicyãĆŠæŁijãĄŮãĄęãĂĄãČńãČijãČńãĆŠåŔ æŸăãĄŢãĄŻãĄ¿ãĄŹãĂĆ

2.2.3 ãĆŕãČl’ãĆd’ãĆćãČşãČĹãĄŃãĆL’ãĄőæŐěçűŽãČĘãĆźãČĹ

1. ãČŰãČl’ãĆęãĆűãĄŃãĆL’APMãĄőVirtulal ServerãĄőFQDN/IPãĆćãČL’ãČňãĆźãĄńæŐěçűŽãĄŮãĄ¿ãĄŹãĂĆ

2. PassLogicãĄńçŹżéŇšãĄŮãĄ§ãČęãČijãĆűIDãĆŠåĚěåŁŻãĄŮãĂĄåŕ¿å£IJãĄŹãĆŃãČL’ãČąãĆd’ãČşãĆŠéĄÿæŁd̄ãĄŮãĂĄæňąãĄÿ
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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3. ãČd̄ãĆźçŻőãĄńæš£ãĄčãĄ§ãČŕãČşãĆ£ãĆd’ãČăãČŚãĆźãČŕãČijãČL’ãĆŠåĚěåŁŻãĄŮãĂĄãČ ãĆřãĆd’ãČş
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ

4. ADãĄőãČęãČijãĆűåŘ ãĄĺãČŚãĆźãČŕãČijãČL’ãĆŠåĚěåŁŻãĄŮãĂĄãČ ãĆřãĆłãČş
ãČIJãĆ£ãČşãĆŠæŁijãĄŮãĄ¿ãĄŹãĂĆ
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5. F5 Networks VPNãĆŠéŰŃãĄŔ ãĆŠéĄÿæŁd̄ãĄŮãĄ¿ãĄŹãĂĆ

6. æŐěçűŽäÿ ãĄğãĄŹãĂĆ
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7. SSL-VPNæŐěçűŽãĄŢãĆŇãĄ¿ãĄŹãĂĆ

8. GroupæŕŐãĄőACLãĄŇåŔ æŸăãĄŢãĆŇãĄęãĄĎãĆŃãĄŃãĂĄçćžèł ãĆŠãĄŮãĄ¿ãĄŹãĂĆ

9. Access >> Overview >> Active Sessions ãĄńãĄęãĂĄSSL-VPNæŐěçűŽäÿ ãĄőãČęãČijãĆűäÿĂèęğãĄŇçćžèł ãĄğãĄ ãĄ¿ãĄŹãĂĆ
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10. Session ID ãĆŠéĄÿæŁd̄ãĄŹãĆŃãĄĺãĂĄäżěäÿŃãĄőãĆĹãĄĘãĄńãĆżãČČãĆůãČğãČşãČ ãĆřãĄŇèąĺçd’žãĄŢãĆŇãĄ¿ãĄŹãĂĆ

11. Variables ãĄőViewãĆŠæŁijãĄŹãĄĺãĂĄäżěäÿŃãĄőãĆĹãĄĘãĄńåŘĎãĆżãČČãĆůãČğãČşåd’L’æŢřãĄőåĘĚåőźãĄŇèąĺçd’žãĄŢãĆŇãĄ¿ãĄŹãĂĆ
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12. ãĄİãĄőäżŰãĂĄãČĘãĆźãČĹãĄőéŽŻãĄńãĄŕãĂĄäżěäÿŃãĄő ãČ ãĆřãĆŠåŔĆçĚğãĄŮãĄęäÿŃãĄŢãĄĎãĂĆ

• åĚĺèĹňçŽĎãĄłãČ ãĆřïijŽ /var/log/ltm

• APM(èł èĺijéŰćéĂč)ãĄőãČ ãĆřïijŽ /var/log/apm

• PassLogicãĆŕãČl’ãĆęãČL’çL’ĹãĄőãČ ãĆřéŰšèęğ
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