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CHAPTER 1

aAraAYaCAaAR

aAS aAoaCZaCu aCyaAgaAraAAaAS aCNaCL ﬁAééC1aCTaCéiCuaCéﬁCnaAlaCL’ aCmacCeac aanaCLaAoecIJ éﬁ§ﬁAlaAlaCNe§Gaﬂ:UZ'
F5 aAoaC1aCTaCcaCuaCcaCnaA1aCL’ ClaCéﬁCaaC§aCLaAraAS 4AaaCL ﬁA‘naATaAUaADaAG aAZaAC

» AskF5: https://support.fS.com/csp/home
* F5 Cloud Docs: https://clouddocs.fS.com/
* F5 DeVCentralujLaC§aC§ CEaCéi’iij: https://devcentral .£5.com/
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CHAPTER 2

2lliaCzaCCaCLac¢aCCaCUacnaCd aCL aAgﬁAfﬁAABIG 1P Access Pohcy Manager
(APM)aAlLaS sLo glcaCraCI’ aCe;aCL’ ¢l LaAlaA(iéAcaeRzzeUzze §TaAﬁ€1Ad aADaA@aATgt’ Z’aZNaAUaAb aAZaAC
aRD&L; jaSAij RaC;aC1 j aCSaCzaAﬁﬁAd aADaAeaAraAAazeayNaAoaCZaCu aCyaCSaATaRCgE géARaAaaATaADaAC

« APMiaAfaAd aADIAe
* BIG-IP APM v15.1 aCdaCNaCsaCéaChiayAees
« PassLogiciijLaCLaCijaCfaCsaCnaCzaCzaCraCsaC£aCd aCaaCSaCzaCiaCijaCLiijl aAnaAd aADIAe
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« PassLogicaCraCraCeaCLcLLaAAaCtaCsaCraCd aCsaCaaCNaCeacéacn

2.1 APMaAiPassLogicaCraCraCeaCLaAoda§zaelJnéAceRzeinadZ

elliichaaAgaAfaAAAPMaA[PassLogicaCiaCraCeaCL aAGa§zelliié AceR 7 ImasZaAnaAd aADaAeaAT ¢t zizNeGt aAUAA; AAZGAC
2.1.1 APMaAiPassLogicaCraCraCeaCL agzeelJnéAéeRzeimas2aCd'aCaacCijaCy
APM3A[PassLogicaCiaCraCeaCL cLLaAGEALeR7aAG2IAGCNAATHZ8ENIAGCAZACLAAZIAZAAC

1. APMaARICUACT aCeaCiiaA; dA§3AEdge ClientiANACL 2 Os¢iZ
PassLogicaCraCraCeaCL ¢l LaAsaCLaCijaCiaCsaCraCzemelijeTzéicaanaCtaCAaCd aCnaCraCLaATaCNaCN
aCeaCijaCaIDaCSakEsat.ZaAUaAAGCdaCzcZ6aCSaC£aCijaCsaAsaCiaCsaCeaCd aCaaCSaczaCaCijaC L aCSaEsat.ZaAZaCN
aCraCsaC£aCd aCaaCSaczaCacCijaCLacSéAAICN
APMiAiEmizeaClaC AaCd aCnaCraCLaATaCNaCNiijLIDiijEaCiaCsaCeaCd aCaaCSaCzacracCijaCLaCSéAAGCNiijL
APMﬁANﬁCL’PassLogicﬁCfﬁCl’ﬁCeﬁCL’gL’LﬁAﬁRADIUSé}IélijanégﬁZﬁAZﬁCN
cmelijaANcézemaA3aAmAA §aCL AAASSL-VPN2O&ciZaCSeisaRiaAZaCN

N oA RN



https://www.f5.com/ja_jp/products/security/access-policy-manager
https://techdocs.f5.com/en-us/bigip-15-1-0/big-ip-access-policy-manager-visual-policy-editor.html
https://passlogic.jp/tokenless/
https://support-plc.passlogic.jp/hc/ja/sections/360007759851-%E3%82%AA%E3%83%B3%E3%83%A9%E3%82%A4%E3%83%B3-%E3%83%9E%E3%83%8B%E3%83%A5%E3%82%A2%E3%83%AB

Note:
BIG-IP APMaGza6EaciaceatCaduachacd aCLTPAOS UGt advidintaasictiCijaCyaCaaCsaCSaATalr¢TiayNaATaAD

« iijLARDF5:z¢cREA7UaA gaCaCIaCijaCLaR e C aAlcfDAZEAANIALAADEAE?

2.1.3 PassLogicaCraCraCeaCLcLLaAbeimas2Z

1. aCSaCzaCmaCyed ;aAncTsenNaAUaA§eGled aAGaCEACEACsaCLAAGcGacRECT

6 Chapter



main aCSeAyaeLdaAUaAAaCEaCLaC§aCLe£AaLa aAnaCA C vCinﬁCSi
aCacC£aCsaCSetijaAUaA AAZ8ACIH]LAASIASAA B Ima6ZAAZACN aCE C DaCtaCsac
AAFAPMAAY ﬁAoellaOZaAgaLl’ ngaAUaAb aAZaACuJL
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2. W7NALmaAnRImasZaAUaA§aCdaCz¢z6aCSac£aCijaCsaAsaCiaCsaCeaCd aCaaCSaczacracijaCLacSaEeat.zaAUaA  AAZaAC

2.1. APMaAiPassLogicaCraCraCeaCLaAoagzeelnéAceRzeinasdZ
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4. 3B&aEZaEEa67aCSccremaAUaAAwszioZ aC1IaC£aCsaCSatijaAUaA aAZaAC

8 Chapter 2. aCsaCsaCEaC



BIG-IRCARMaC CEa0bES eab Babahaduad v rasBragitad atiadgatromas aAZaACiijLa

2.1. APMaAiPassLogicaCraCraCeaCLaAoagzallhéAceRzeimasdZ
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6. aCiaCtaCaaCij aCSazeayNaAfSﬁCLaAEaAnazzaeDRaAoang gfﬁAga, U] aeLRaAUaA(, aAZaAC
iij LaCIaClaCuaCu aAoelléi(iZaEEﬁéiﬁAraAS aAS aAgﬁArgIJAgTéﬁAUaAc aAZaACPasslo glcaCfﬁCl’ aC@aCL’ ¢l LaA6§1CdaCNaC



BIG-IP APMaCzaCCaClLacéaCCaCUacnaCd'aCL PassLogicaCraCraCeaCLcui

9. attributel 3ARADaAGACTACAaCijaCUARMACSaRsaE.ZaAUAA AAZAACHLAASAAACL AAGAAd AATAA

2.1. APMaAiPassLogicaCraCraCeaCLaAoagzeelnéAcaeRzeinadZ
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10. aASaASaAZAAFACEAC7aCLAAGIASACATAAMLEaAGACTaCIACHaCijaAACHACHACIHACUaCSeNATAd

12 Chapter 2. aCsaCsaCEaC
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2.1. APMaAjPassLogicaCraCraCeaCLaAoagzaelnéAceRzeinascZ



B1G1P APMaCHECCACLAGECCACIACHENMT BACHAREIERSRI AR CHCsiCCiegNel RaAi iR

2.1.4 APMaAobeéimasdZ

~

1. APMaCSaCUaCmaCSaCyaCgaCNacCsaCraaUan;aAZaAC

14 Chapter 2. a(
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2.1. APMaAjPassLogicaCraCraCeaCLaAoagzaelnéAceRzeinascZ
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4. aCGaCTacCraCraCLacsacijaCLaCeaCgaCdaCSeimaszaAUaA; aAZaAC

16 Chapter 2. aCsaCsaCEal
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6. NTPaAGeimasZaCSaAUaA;aAZaAC

7. Access Proﬁleﬁégﬁ;IJ aeLf{ﬁAfJﬁAéﬁAZéACAccess >> Profiles/Policies >> Access Profiles(Per-Session Poli-
cies) aAnaAe Create aCu ﬁé£§é§éé§aaLijﬁAfIﬁAAAccess Proﬁleﬁég'&;U aeLliﬁAﬁﬁAéﬁAZéAéName
dAndAeizzeDRaAGIRmcsFACSaRsat.ZaAUaA AProfile Type dARGAeAAASSL-VPN
aCSéAyxEdaAUaAACustomization Type dAniAe Standard ACSéAyxbdaAUaAALanguage dAniAe
Japanese aCSéAj=t.daAUaAAFinished aC1IaC£aCsaCS=tijaAUaA aAZaAC

2.1. APM3AiPassLogicaCraCraCeaCLaAoagzeelJnéAcaRzeinasdz 17
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8. Network Access listﬁégé;IJ&:LR&AI?&A(J&AZ&AC’Access >> Connectivity/ VPN >> Network
cess(VPN) >> Network Access Lists aANaA¢aAACreate aClJaC£aCsaCSalijaAUaAA
dARizzeDRaAGERme3iaCSaEaE.ZaAUaA A Finished aC1JaC£aCsaC Sk ijaAUaA; aAZaAC

18 Chapter 2. 4CsaCsaCEaC
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13. Connectivityﬁéﬁﬁélﬁé"[ﬁéaﬁéd’ﬁéﬁﬁééé;IJaeLliﬁAﬁﬁAgJﬁAZﬁAéAccess >> Connectivity
>> Connectivity >> Profiles dARdAeiAAAdd aCIaC£aCsaCSzLijaAUaA;aAZaACProfile
aARaAeaAA#zzeDRIAGARmegiaCSaEEaEZaAUaAAParent  Profile dAniAeiAA/Common/conne
aCSéAy2EdaAUZAAOK aClaC£aCsaCSatijaAUaA aAZaAC

2.1. APMaAjPassLogicaCraCraCeaCLaAoaszeaelJnéAceRzeimasd2



BIG-IP APMaCza

14. Webtop llstaCSa,IJaeLRaAUaA(JaAZaACAccess >> Webtops >> Webtop
,a@n\aAgaAAN me, aAnaAgazzaeDRa oanggr,aCSaEeaLZaAUaAAType aAnaAecaAANetwork

Cia 4GeaCCaCHaGNIGHAGHA ResslRRinAoiACTAGRACLEA.  Standard  ACSéAjxtdaAUGAAF

aCny aC£aC§aCSa:L1J aAUaAb aAZaAC

15. RADIUSACUaCmaCTaCaaCd aCnaCSi; el RaAUaA;3AZaAC Access

22 Chapt
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cation >> RADIUS dARaAeAAACreate aCaC£aCsaCS=tijaAUaA;aAZaACName
AARizzeDRAIAGIRmcEACSaEsaE ZaAUaA AServer Connection aAnaAeaAAUser Pool
aCSéAyxLdeCcaAUaAAServer Pool Name dAiizzeDRaAGIRmcgiaCSaEeat.ZaAUaAAServer Addresses
aARIAeaAAICSACzaCmaCicd ; aANGCL AL 3aCE4;SaAeACL aCNaA §RadiusaCaCijaCRaAGaCeaCL aCnaCzaA AServer
Pool Monitor dARdAe udp aCSéAyet.daAASecret dAnIAeaAAPassLog-

icaCraCraCeaCL ¢Tse;ijaAfaZCaAncTseiNaAUaARadiusaCaaCijaCraChaCCaCLaCSeimasZaAUaA AFinished
aCnac£aCsaCSeLijaAUaA; AAZaAC

16. 765EaAgA; 2l RAAUIAS Access Profile 1A EditaClaCsaCr aCSaeLijaAUaA;IAZaAC

2.1. APMaAiPassLogicaCraCraCeaCLaAoba§zeelJnéAcaeRzeinad”
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17. Visual ~ Policy  EditoraiANgaicd’ 7aATaCNaA;GAZaACStart  3Al  Deny  dA66USAAS
aC1IaC£aCsaCSaLijaAUaA;aAZaAC


https://bef5japan.passlogiccloud.com/bef5japan/ui/?sso-vpn=APM
https://bef5japan.passlogiccloud.com/bef5japan/ui/?sso-vpn=APM
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23, au-éaEaAgéi-5§25AﬁaA§ RADIUS AUTH 3AGiR$AAUGAS + éél]é?ﬁ@ﬁ(’;gag}jijﬁAIOJﬁAAAdvanC(
22. AAA Server aAGALmeIA S S AT B R AR A Mt A A SR AL R A THRAGS e

aCacC£aCsaCS=tijaAUaA; aAZaAC

26 Chapter 2. aCsaCsaCEaC
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24. Add new entry éégaehijﬁAﬁﬁAg,ﬁAZﬁAC
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aCnac£aCsaCSeLijaAUaA; aAZaAC
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2.1.5 aCraCraCdaCéaCsaCLaANaCLaAbx0eciZaCEaCzaCL

30 Chapter 2. aCsaCsaCEaC
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WindowsaytaAgEdge ClientaCSalr¢cTiaAUaAeSSL-VPNaOéciiZaAUaA§aataRL

Edge ClientaAfaA AAPMc¢6acRE¢Tz61¢aA6HomeaCcaCd aCsaCsiijLateayt.aAsetd aADF5aCéaCd aCsaCsiijL aCSztijaAUaA ADow
1. Edge ClientaCSetaaNTaAUZAAAPMaAG Virtual ServeraAGFQDN/IPACcaCL aCiaCzaCS¢Zz6N3aAUaA Az OciZaAUaA; GAZ



BIG-IP APMaCzaCCaCilacéaCCaCUacnaCd'aCL PassLogicaCraCraCeaCLcui




BIG-IP APMaCzaCCaClLacéaCCaCUacnaCd'aCL PassLogicaCraCraCeaCLcui

ChromeaC0aCraCeaCiuiaANaCLe0séciiZaAUaASaataRL

1. ChromeaCUacCraCeaCuaCSeraaNTaAUaAAAPMaAGVirtual ServeraAGFQDN/IPaCéaCL aCiaCzaAnaOsciZaAUaA aAAZaAC
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2.1. APMaAiPassLogicaCraCraCeaCLaAoba
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1. lgﬁéﬁAoAPMellé(’iZaAnaEZt’5Aﬁé£‘aLaaAUaAeaADaAlaAbaAZaACRADIUS Auth
source Assign aAerSaAo +aCy aC£aC§aCSaCraClaCCaCraAUaAbaAZaAC
BIG-IP APMaCzaCCaCilacéaCCaCUacnaCd'aCL PassLogicaCraCraCeaCLcui

2. Variable Assign iCSéAyj2EdaAUaAAAdd Item aCSzLijaAUa

40
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44 Chapter 2. 4CsaCsaCEaC
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10. iadAGADACHECIHjACRAAG2CRAIsaCSeL;ak3aAUaA; IAZaACAccess >> Authenti
>> Active Directory ﬁAﬁﬁAeﬁAACreate ﬁCIJﬁC£ﬁC§ﬁCSaELijﬁAﬁéAg)ﬁAZﬁAC’
AAREzzeDRAAGIRmMcEACSeL;aLaaAUdAAServer Connection 3A§ Direct CSéAjaldaAUZAAD
Controller aARADACECIACRAASIPACcACL aChaCzaCSee sk 3aAUaA AFi
aCnac£aCsaCS=tijaAUaA;aIAZaAC

2.2.
APMa&AjPassLogicaCraCraCeaCLcLLaAoéAs=RziijNADemeiijaCSao§eUjaAUaA§aat aRLAADS
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2.2.
APM3AiPassLogicaCraCraCeaCLlcLLaAoéAé=eRziijNADemeiijaCSa6§eU;aAUaA§aat ARLAAGE
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14. AD Auth 3A63Rs¢Z¢aA6 + aCdaCijaCraCS=LijaAUaA aAZaAC
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2.2.
APM3AjPassLogicaCraCraCeaClLcl



BIG-IP APMaCzaCCaCilacéaCCaCUacnaCd'aCL PassLogicaCraCraCeaCLcui




BIG-IP APMaCzaCCaClLacéaCCaCUacnaCd'aCL PassLogicaCraCraCeaCLcui




BIG-IP APMaCzaCCaCilacéaCCaCUacnaCd'aCL PassLogicaCraCraCeaCLcui

52 Chapter 2. aCsaCsaCEaC



BIG-IP APMaCzaCCaClLacéaCCaCUacnaCd'aCL PassLogicaCraCraCeaCLcui

24. 3ASAASAAZAAFACEAC7aCLAAGIASACAIAAIER673aA6¢TIAATACN2¢I6éadaAGUser-defined
ACLaCSe£abaaAUaAcaALIAMIA;GAZZAC
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BIG-IP APMaCz

APM3AjiPassLogicaCraCraCeaClcLLaAoéAéeRziijNADemeiijaCSa6§2e 0
33. #z8ayNaAGaCLAAEIAIAIACLAA AAZAAC



BIG-IP APMaCzaCCaCilacéaCCaCUacnaCd'aCL PassLogicaCraCraCeaCLcui

36. =lTActCcZDaARiz84yNaAGICLAAEIARGAIGCEAA AAZAAC
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12. aAiaA6420aAAGCEACzaCLAAGEZZaARIAFAAA#zE iNEAG ACmACHACSARCeEEaAUAA i NAATAAD:
o aEleLiczDaAtaCwaCiiijZ /var/log/ltm
o APM(etmeiijéUcéAc)aA6aCmaCtiijZ /var/log/apm
* PassLogicaCraCraCeaCLcLLaAcaCmaCiéUsees

2.2.
APM3AiPassLogicaCraCraCeaCLlcLLaAoéAc=eRziijNADemeiijaCSa0§eU;aAUaA§aat ARLAAE
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